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DETAILED ACTION 

1 . Claims 1 -34 are pending. 

Information Disclosure Statement 

2. The Information Disclosure Statement respectfully submitted on 27 February 
2002 and 19 June 2002 have been considered by the Examiner. 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

2. Claims 1-10 are rejected under 35 U.S.C. 102(e) as being anticipated by Sudia 
(Pub No. 2001/0050990). 

Regarding claim 1 , Sudia discloses a method for securely transmitting data from 
a sending communication device to a receiving communication device comprising: 

storing at least one private key in a receiving communication device in a secure 
portion (See page 8, Section 0073) 

receiving at a sending communication device at least one public key from the 
receiving communication device (See page 8, Section 0072) 
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using at the sending communication device the at least one public key to 
transform clear digital data into encrypted digital data (See page 1 , Section 004 and 
page 26, Section 0270) 

the sending communication device forwarding the encrypted digital data to the 
receiving communication device (See page 8, Section 0074) 

using the at least one private key at the receiving communication device to 
decrypt the encrypted digital data (See page 8, Sections 0073-0074) 

Regarding claim 2, Sudia discloses the claimed limitation wherein the secure 
portion comprises a processor (See page 21 , Section 0248) 

Regarding claim 3, Sudia discloses the claimed limitation wherein the processor 
comprises an Application Specific Integrated Circuit (ASIC) (Clipper chip) having the 
secure portion for holding the at least one private key (See page 8, Section 0071 ) 

Regarding claim 4, Sudia discloses the claimed limitation wherein the secure 
manner comprises a means for tamper proofing (See page 8, Section 0073) 

Regarding claim 5, Sudia discloses the claimed limitation wherein the means for 
secure tamper proofing erases the at least one private key upon an indication of 
tampering (See page 17, Section 0194) 

Regarding claim 6, Sudia discloses the claimed limitation wherein using the at 
least private key at the receiving communication device to decrypt the encrypted digital 
data further comprises: obtaining the at least one private key from a processor (See 
page 8, Section 0074) 
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Regarding claim 7, Sudia discloses the claimed limitation wherein the receiving 
communication device determines the authenticity of the at least one private key (See 
page 4, Section 0018) 

Regarding claim 8, Sudia discloses the claimed limitation wherein the secure 
portion comprises a tamper proof ASIC (Clipper chip) (See page 7, Section 0062) 

Regarding claim 9, Sudia discloses the claimed limitation wherein the 
authentication is required for access to the secure portion (See page 15, Section 0179) 

Regarding claim 10, Sudia discloses the claimed limitation wherein the 
authentication utilizes encryption (See page 15, Section 0179) 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1 1-34 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sudia in view of Schwed (US Patent No. 5,592,556). Regarding claims 11 and 21, 
Sudia discloses a system and apparatus for securing data communications between a 
sending communication device and a receiving communication device comprising: 

a sending communication device comprising: 

the sending communication device comprising a first processor comprising a 
sender's secure portion, the sender's secure portion having at least one sender's 
private key, the sending communication device a first memory medium comprising a 
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receiver's public key and a first module configured to forward at least one sender's 
public key to a receiving communication device associated with the at least one 
sender's private key, 

the sending communication device a first memory medium comprising a 
receiver's public key and a first module configured to forward at least one sender's 
public key to a receiving communication device associated with the at least one 
sender's private key, 

an interconnection fabric configured to couple the sending communication device 
with the receiving communication device, 

the sending communication device comprising: 

a second memory medium comprising a second module configured to obtain the 
at least one sender's private key which complements the at least one receiver's public 
key (See page 7, Sections 0072-0076 and page 10, Sections 01 17-0018) 

However, Sudia fails to disclose a Analog to Digital Converter (ADC)/Digital to 
Analog Converter (DAC) associated with the sending communication device. 
Schwed discloses a first Analog to Digital Converter (ADC) associated with the sending 
communication device, the first ADC configured to obtain analog data from a user and 
convert the analog data to digital data, 

the first module configured to transform the digital data to encrypted data using 
the at least one receiver's public key and provide the encrypted data to the receiving 
communication device via the interconnection fabric, 
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and receiving communication device configured to utilize the at least one 
receiver's private key from the receiver's secure portion to transform the encrypted data 
back to the digital data 

the receiving communication device having a second Digital to Analog Converter 
(DAC) configured to transform the digital data to resulting analog data (See Column 5, 
lines 1-53) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to combine Sudia's stream-oriented encrypted communication with 
Schwed's vocoding device. This will enable secure communication between an ASIC 
chip, an ADC/DAC, and a coder/decoder to become integrated into the same speech 
processing module. (See Schwed, Column 2, lines 63-67 and Column 3, lines 1-7) 

Regarding claim 12, (Sudia as modified) discloses the claimed limitation wherein 
the first processor and the second processor each comprise at least one Application 
Specific Integrated Circuit (ASIC) (See Sudia, page 8, Section 0073) 

Regarding claim 13, (Sudia as modified) discloses the claimed limitation wherein 
the first module configured to forward the at least one sender's public key to the 
receiving communication device encapsulates the sender's public key in a data header 
(See Sudia, page 13, Sections 0142-0148) 

Regarding claim 14, (Sudia as modified) discloses the claimed limitation wherein 
the receiving communication device authenticates the sender's public key (See Sudia, 
page 15, Section 0179) 
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Regarding claim 15, (Sudia as modified) discloses the claimed limitation wherein 
the authentication depends upon verification of a sender's digital signature associated 
with the at least one sender's public key (See Sudia, page 9, Section 0076) 

Regarding claim 16, (Sudia as modified) discloses the claimed limitation wherein 
the sending communication device authenticates the receiver's public key (See Sudia, 
page 15, Section 0179) 

Regarding claim 17, (Sudia as modified) discloses the claimed limitation wherein 
the authentication depends upon verification of a receiver's digital signature associated 
with the at least one receiver's public key (See Sudia, page 9, Section 0076) 

Regarding claim 18, (Sudia as modified) discloses the claimed limitation wherein 
the analog data comprises voice data provided by the user (See Schwed, Column 1, 
lines 38-56) 

Regarding claim 19, (Sudia as modified) discloses the claimed limitation wherein 
the sending communication device and the receiving communication device are 
telephones (See Sudia, page 20, Section 0232) 

Regarding claim 20, (Sudia as modified) discloses the claimed limitation wherein 
the receiving communication device comprises: 

a second ADC configured to obtain an analog data reply from a receiving user at 
the receiving communication device and convert the analog data reply to a digital data 
reply 

the second module configured to transform the digital data reply to an encrypted 
data reply using the at least one sender's public key and forward the encrypted data 
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reply using the at least one sender's public key and forward the encrypted data reply to 
the sending communication device, 

the sending communication device configured to obtain the at least one sender's 
private key from the secure portion and utilize the at least one sender's private key to 
transform the encrypted data reply to the digital data reply 

and sending communication device having a first DAC configured to transform 
the digital data reply to an analog data reply (See Schwed, Column 2, lines 5-42) 

Regarding claim 22, (Sudia as modified) discloses the claimed limitation wherein 
the first memory medium comprising a means for transmitting at least one sender's 
public key which complements the at least one sender's private key to the receiving 
apparatus (See Sudia, page 9, Section 0076) 

Regarding claim 23, (Sudia as modified) discloses the claimed limitation wherein 
the sending apparatus comprises a telephone (See Sudia, page 20, Section 0232) 

Regarding claim 24, (Sudia as modified) discloses the claimed limitation wherein 
the telephone further comprises a means for determining if the receiving apparatus is 
secure (See Sudia, page 20, Sections 0232-0234) 

Regarding claim 25, (Sudia as modified) discloses the claimed limitation wherein 
an interface configured to convey a user when the communication link is secure (See 
Sudia, page 24, Section 0262) 

Regarding claim 26, (Sudia as modified) discloses the claimed limitation wherein 
the interface comprises an indicator light (button) for conveying whether the 
communication link is secure (See Sudia, page 1, Section 0007) 
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Regarding claim 27, (Sudia as modified) discloses the claimed limitation wherein 
the first ASIC comprises a means for tamper proofing (See Sudia, page 7, Section 
0062) 

Regarding claim 28, (Sudia as modified) discloses the claimed limitation wherein 
the means for tamper proofing erases the at least one sender's private key upon an 
indication of tampering (See Sudia, page 17, Section 0194) 

Regarding claim 29, (Sudia as modified) discloses the claimed limitation wherein 
the access to the secure portion of the ASIC requires authentication (See Sudia, page 
10, Section 0118) 

Regarding claim 30, (Sudia as modified) discloses a method for receiving secure 
communication data comprising: 
obtaining encrypted data, 

obtaining at least one sender's public key from a sender of the encrypted data, 
providing at least one receiver's public key to a sending communication device, 

using at least one receiver's private key from a receiver's secure portion to 
transform the encrypted data into clear digital data, 

converting the clear digital data to clear analog data, 

playing the clear analog data to a receiving user, 

obtaining reply analog data from the receiving user, 

converting the reply analog data to reply digital data, 

obtaining at least one sender's public key, 
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using the at least one sender's public key to transform the reply digital data to 
encrypted reply data, 

forwarding the encrypted reply data to the sender (See Schwed, Column 8, lines 
5-67 and Column 9, lines 1-20) 

Regarding claim 31 , (Sudia as modified) discloses the claimed limitation wherein 
the secure portion comprises an Application Specific Integrated Circuit (ASIC) (See 
Sudia, page 8, Section 0071) 

Regarding claim 32, (Sudia as modified) discloses the claimed limitation wherein 
the secure portion comprises a tamper proofing mechanism (See Sudia, page 8, 
Section 0073) 

Regarding claim 33, (Sudia as modified) discloses the claimed limitation wherein 
the tamper proofing mechanism comprises: 

determining if an unauthorized user attempts to access the at least receiver's 
private key, 

deleting the at least one receiver's private key from the secure portion if the 
determination is affirmative (See Sudia, page 7, Section 0069) 

Regarding claim 34, (Sudia as modified) discloses the claimed limitation wherein 
the secure portion comprises a second processor (See Sudia, page 21, Section 0248) 
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Conclusion 



5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Shepard (US Patent No. 6,598,164) discloses a system and 
method for reducing piracy of digitized information. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Courtney D. Fields whose telephone number is 571- 
272-3871 . The examiner can normally be reached on Mon - Thurs. 6:00 - 4:00 pm; off 
every Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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